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Abstract

Phishing email detection systems face a trade-off between efficiency and capabil-
ity. Traditional machine learning models perform well on English email bodies
but struggle with multilingual content, uncertainty handling, and explainability.
Large language models address these limitations but are costly and unsuitable for
large-scale deployment. Although email systems operate at massive scale, the pro-
posed architecture limits LLM invocation to a small fraction of emails, ensuring
that LLM usage does not scale linearly with email volume. This paper proposes a
selective hybrid framework that invokes LLMs only at critical failure points. Exper-
imental results demonstrate improved robustness and interpretability with reduced
computational overhead.

1. Introduction

Email remains the primary communication channel for organizations and indi-
viduals, making it a dominant vector for phishing attacks that exploit urgency,
authority, and trust [2]. Advances in large language models have further intensi-
fied this threat by enabling attackers to generate persuasive, context-aware, and
multilingual phishing emails at low cost [4].
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2. Scientific Background

Early phishing detection relied on rule-based methods and blacklists, which proved
ineffective against evolving attacks. Traditional machine learning using TF-IDF
and classical classifiers later achieved strong performance on English email bodies
but struggled with contextual variation, explainability, and linguistic diversity [2].

Recent work has explored large language models for phishing detection, often
reporting high accuracy but incurring substantial computational cost due to univer-
sal LLM processing [3, 4]. Multilingual phishing detection remains challenging be-
cause most datasets and models are English-centric; translation-based approaches
frequently suffer from semantic drift, motivating selective or context-aware LLM
integration [5, 6].

3. Methodology and Experimental Design

This work evaluates a selective ML-LLM architecture as a proof of concept for
cost-aware phishing email detection. A TF-IDF-based Linear SVM trained on
approximately 14,000 English email bodies serves as the baseline classifier.

GPT-4, Claude 3.5 Sonnet, and DeepSeek v3.1 were independently evaluated
for selective error correction, multilingual processing, and explainability. Only mis-
classified or uncertain emails were forwarded to a single LLM using task-specific
prompts. Multilingual translation was assessed across 18 languages, while explain-
ability was evaluated by converting LIME attributions into natural language and
measuring readability.

4. Results and Analysis

(a) Error correc- (b) Explainability (¢) Translation
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Figure 1. LLM performance comparison across selective hybrid
tasks.

The evaluation confirms the technical feasibility and cost-effectiveness of selec-
tive LLM deployment at key ML failure points.

Error correction: LLM inference was triggered only for misclassified email
bodies (1,598 of 16,478), reducing paid invocations by an order of magnitude com-
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pared to universal LLM pipelines. On uncertain cases, GPT-4 and Claude achieved
correction rates of approximately 80%, while DeepSeek achieved 64% (Figure 1a).

Multilingual translation: LLM-based translation enables a single English-
trained ML model to process non-English email bodies without language-specific
retraining. By preserving phishing-relevant semantic cues and deceptive patterns,
this approach achieved 75% accuracy compared to a 50% ML-only baseline, with
DeepSeek demonstrating the strongest performance (F1 0.791) (Figure 1c).

On-demand explainability: Explanations were generated only upon user re-
quest, avoiding the latency and cost overhead of universal XAI deployment. LLMs
successfully transformed LIME feature attributions into human-readable expla-
nations, with DeepSeek achieving the highest readability and GPT-4 the lowest
latency (Figure 1b).

Overall, the results highlight an architectural advantage: selective LLM invo-
cation achieves order-of-magnitude computational savings while preserving robust-
ness, multilingual capability, and interpretability where traditional ML alone is
insufficient.

5. Conclusion and Future Work

This work demonstrates that selective ML-LLM integration enables cost-aware
phishing email detection. Future work will validate the approach at larger scale and
compare LLM-based translation with ML models trained directly on non-English
datasets. The implementation is available in the project repository [1].
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