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Abstract

The Programming Protocol-independent Packet Processors (P4) [2] is an open-
source domain-specific programming language, which is primary developed to de-
scribe algorithms that determine the forwarding of network data packets. With this
language we can specify how different network devices (switches, network interface
cards (NICs), routers, etc.) process the packets.

In this research we defined and analysed positive (recommended) and negative
(to be avoided) programming patterns in P4 codes. We analysed these templates
by static methodology. The goal of this exploration was to reduce the number
of errors in P4 codes and to demonstrate which recurring solutions support or
hinder the correct and effective processing of data packets. Several articles address
debugging in P4 programs, but mostly using dynamic methods such as assertions
[3]. BIRNFELD ET AL. [1] analyse P4 programs following an approach similar to the
one we used. They examine problems like our negative patterns, however, they use
data flow analysis specifically. Although [4] provides tools for analysing a different
programming language (Python), the description of its static analysis methodology
served as a basis for our approach. We applied this in the examination of patterns.

As first part of the study we investigated the positive and negative templates.
As the second part, we implemented an analyser program for these. The positive
patterns include the recommended coding styles, best practices and solutions. Our
analyser verifies whether we have followed some predefined coding conventions,
thereby it informs the developers of the quality of their code. As for the negative
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patterns, we examined coding strategies that seem to work, but potentially contain
errors or unexpected behaviour. This category includes examples that indicate
defects only in specific edge cases. Additionally, it covers coding samples that
do not directly cause errors but appear unnecessary in the code, for instance an
unreachable statement.

As an example, we examined the status (valid or invalid) of headers during the
execution of the P4 code, and whether the valid status of a header really guarantees
that all the fields have been assigned values. Our analysis also attends to what
happens with a header during parsing and deparsing, as well as whether we set its
status directly by the setValid or setInvalid methods. As a negative pattern,
we investigated cases where a header is unnecessarily marked as valid or when we
want to deparse an invalid header. These would be redundant statements in the
code.

During the examination of patterns we used the specification of the program-
ming language [6], as well as we experimented with P4C, which is the official ref-
erence compiler for P4 language. We collected possibly incorrect codes, and then
we analysed in which cases problems are reported during compilation, either in the
form of an error or a warning. Accordingly, in this work, we focused on the specific
scenarios for which the compiler does not alert.

P4Query [5] is a static analyser tool for P4 which can map a P4 program
code onto a graph applying the Gremlin graph description language [7]. With
the resulting internal graph representation we are able to process the code from
different perspectives. It makes possible to examine for instance a syntax tree, a
symbol table or a control flow graph.

We implemented a new analyser module in P4Query based on the collected
patterns. It is able to recognise certain positive or negative templates, as well as
generate a transparent report of the results. During the research we utilized the
analyses that are already in the P4Query tool, and we created the new module built
on them. Primarily, we examined the syntax tree and the control flow graph built
from the source code. Based on the results of the analysis, we provide a feedback
number to developers that reflects the quality of their code. It is calculated by
assigning negative scores to each found undesirable patterns and positive scores to
recommended ones. Different templates contribute to the total score with different
weights.

This research contributes to the prediction of frequent potential errors through
the static analysis of P4 code, so we can increase the number of issues that can be
identified without running the program. Moreover, by uncovering positive patterns
we can help improve the quality of P4 codes. In addition, we can support work of
developers by emphasising well-functioning strategies.
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