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Abstract

“Our troops are fighting! The government is in place.”[1] Today, the connections
of battles with real weapons and cyberattacks are increasingly transforming the
options of offensive and defensive strategies. The need for defense is imperative in
the corporate sector, in state institutions and armies, and the external creation of
security for private users. We know that we need a really perfect defense against fu-
ture attacks on networks and other systems. We are in a continuous and permanent
fight, trying to protect our systems against the already known and continuously
developing new attack vectors. We use AI, we create AI-controlled honeypots,
which are going to help us learn about new patterns and prepare our systems and
our users to recognize and avoid known vulnerabilities and zero-day exploits, as
well as social engineering attacks. Unfortunately, these options and AI support
are equally available to attackers. Our goal can only be perfect protection, taking
care of our data assets and our resources. There is only one prerequisite for one
hundred percent protection, the ability to dispose of endless material and human
resources. If we don’t have endless resources, then we need a tool that can help us
find the best distribution for finite resources to organize defense as effectively as
possible, to optimize the use of resources and human knowledge.

A seemingly effective mathematical tool for this task is game theory, which can
analyze attack situations with the models of its various games and find the best
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location of resources with the help of payoff functions. In recent years, several
classic game theory models were used to investigate computer network security.
There is a continuous battle between system administrators and threat actors, and
these models may help better understand the patterns and strategies threat actors
follow to make security measures more effective against the attacks [2].

The Stackelberg competition is a sequential, non-cooperative game that can be
used to model strategic interactions between a proactive defender and a reactive
attacker. It is sometimes called a leader-follower game, where the leader moves
first and then the followers move sequentially [3]. The foundational assumption for
using Stackelberg games is that security forces (leader), who act first, commit to
a randomized strategy, while the attackers (followers) choose their best response
after surveillance of the leader’s randomized strategy. It had been used to decribe
an oligopoly market in economics, but later proved to be a significant and useful
approach to compute strategies for various security forces in several areas including
security at airports, transportation and other infrastructure. This motivated the
use of this approach in protecting power grids, oil pipelines, subway systems, as
well as computer networks [4], [5], [6].

However, original Stackelberg security games have some assumptions. The most
important assumptions are that the participants make their decision sequentially,
they do not cooperate, and all participants are subject to the same utility and cost
function. Our aim is to investigate in what cases these conditions hold in computer
network security. Then, we present some applications and also the challenges in
applying these models. We examine how the Stackelberg game model can help in
the most efficient use of the resources of an IT system, and whether it can help the
defenders gain advantage.
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