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Abstract

Large Language Models (LLMs) are increasingly incorporated into software sys-
tems, including security-relevant contexts. This introduces risks that arise from
natural-language interaction, where model behavior can change substantially un-
der small variations in wording, role specification, or contextual framing [5, 8].
Although many deployments rely on prompt-level policies and output filtering, re-
cent literature documents that such controls can be circumvented through prompt
injection and related techniques, motivating systematic evaluation methodologies
[4, 7, 10].

This work introduces a comprehensive, proactive, LLM-assisted security eval-
uation framework for the systematic study of prompt-level vulnerabilities in large
language models. The main contributions are the design, implementation, and em-
pirical evaluation of a GAN-inspired, dual-LLM adversarial prompting architecture
that treats prompt manipulation as an iterative, self-supervised process. This en-
ables continuous exploration of prompt-driven attack behaviors without any LLM
parameter updates or fine-tuning. Rather than optimizing a single attack goal
or replaying previously reported jailbreak templates, the framework models how
adversarial prompts progressively change through repeated interaction between a
generator and a discriminator. This supports systematic investigation of how vul-
nerabilities emerge and provides insight into the adaptive dynamics that can lead
to policy-violating or security-relevant model behavior. The generated prompt
traces can be used to guide the development of more robust LLM protection and
evaluation practices.
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We use implicit prompt injection techniques at the generator prompt level to
hide the offensive nature of the generated prompt and maintain the appearance of
a harmless context in two different ways. One approach is to modify the word-
ing, focusing exclusively on lexical-level changes. The other approach is reframing,
which modifies not only the words but also the meaning of the entire context in
order to make the prompt appear harmless like an apparently legitimate objec-
tive (e.g., assessment, robustness testing, mitigation planning). This aligns with
established findings on framing effects [1, 9] and with recent work showing that con-
textual transformations can increase the probability of policy-noncompliant model
outputs [6]. The framework is implemented in Python 3.12 with modular compo-
nents for prompt templating, execution control, and structured logging. Multiple
LLM backends are evaluated, including GPT-based and DeepSeek models, and the
implementation is available online [2].

Across experiments, several consistent patterns were observed. Model responses
showed pronounced keyword sensitivity. Prompts that contained explicit security-
bypassing intent or unambiguously malicious instruction were frequently refused,
whereas semantically comparable requests phrased in neutral language often re-
sulted more detailed answers. Iterative refinement also produced prompt variants
that removed refusal-associated markers while preserving the underlying scenario
structure, suggesting that policy enforcement is sensitive to relatively small changes
in wording. In addition, contextual framing had a measurable impact on response
behavior, since embedding security-relevant operational logic in an apparently be-
nign narrative shifted outputs toward analytical or procedural content, in line with
prior findings on instruction-channel ambiguity and indirect prompt injection [3, 7].
Reframing typically reached policy-challenging outcomes in fewer iterations than
purely lexical reformulation. Finally, the generated outputs exhibited structural
characteristics consistent with canonical web-application attack families described
in the security literature, including SQL injection and cross-site scripting patterns,
indicating that input-level manipulation can materially influence model behavior
without any training-time modification .

The results emphasize the need for systematic, input-level evaluation of LLM
security behavior and for operational processes that treat prompt-level robustness
as a measurable property over time. Future work will extend the proposed frame-
work to a wider range of language models. In addition, we plan to incorporate
psychology-inspired attack strategies-such as algorithmic persuasion modeling and
cognitive bias exploitation-into the adversarial prompting process, with the goal of
systematically analyzing how psychological manipulation influences LLM security
decisions and enables more realistic simulations of human-like social engineering
attacks.
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