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Abstract

In Reinforcement Learning (RL) [12], reward hacking remains a persistent chal-
lenge where agents exploit specification loopholes [2, 6, 8] rather than maximizing
true objectives. While Proximal Policy Optimization (PPO) [9] is widely used, its
sensitivity to random seeds often masks exploitative strategies [3], creating signifi-
cant hurdles for AI safety [1, 7]. Although methods like invariant testing exist [4,
5, 11], they typically require costly post-hoc interventions.

DeepSeek’s Group Relative Policy Optimization (GRPO) [10] addresses this
in Large Language Models by dispensing with the critic model and optimizing
via group dynamics. This approach aggregates behavior across response groups,
significantly reducing variance and offering a robust baseline for stable performance.

Inspired by GRPO, our Group Based Reward Protection (GBRP) algorithm
inverts the group-relative principle: rather than optimizing for reasoning consensus,
it utilizes group-level statistics to detect behavioral anomalies. This approach
adapts the robustness of group dynamics to identify specification gaming without
requiring external supervision.

This presentation proposes GBRP, an environment-agnostic group-based al-
gorithm that filters reward signals in real-time. Unlike prior methods requiring
ground-truth supervision, GBRP relies solely on statistical derivatives of the learn-
ing process itself (reward gradients, value loss variance). We validate our method on
various standard OpenAI Reinforcement Learning environments known for reward
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hacking, demonstrating that GBRP prevents “looping” strategies where standard
PPO fails. In this abstract, we demonstrate one such environment, published in
OpenAI’s seminal work on reward hacking [2]. The framework operates exclusively
on raw rewards, aggregates behavior at the policy-group level, and employs a multi-
metric detection mechanism combined with an adaptive forward-looking penalty
to stabilize learning dynamics. Unlike methods requiring supervision, GBRP relies
solely on statistical derivatives of the learning process (e.g., value loss variance).
The framework aggregates metrics from rollout batches into groups (N) and com-
pares them against a rolling baseline (W ) using a hierarchical voting system. Level
1 monitors optimization instability (Reward Spikes, Entropy, Value loss Proxy),
while Level 2 detects semantic gaming, such as Reward-Length Coupling (stalling)
and Action Imbalance (repetitive actuation). Upon detecting anomalies, GBRP
applies an adaptive penalty based on the metrics (λ < 1.0) to stabilize learning.
The λ value is based on detection.

PPO GBRP

Figure 1. Agent seed = 42, 2 million max_steps, N = 5, W = 3

Figure 1 shows the metrics of the Agent’s performance. The PPO diagram (left)
visually confirms the hacking strategy. It shows a synchronized rise in reward and
time, indicating it ’farms’ points by staying alive longer. The GBRP agent (right)
breaks this link: reward goes up, but time stays down.

PPO GBRP

Figure 2. Agent seed 101010, 2 million max_steps, N = 5 W = 3

The control experiment in Figure 2 (seed 101010) confirms that in the absence
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of anomalies, the learning dynamics of GBRP are the same as PPO. The security
layer remains transparent and thus does not cause performance degradation or un-
necessary overhead under normal operation.

In summary, these comparative results demonstrate GBRP’s dual capability: it
effectively mitigates specification gaming (as seen in seed 42) via statistical anomaly
detection, while maintaining complete transparency in benign settings (seed 101).
By leveraging group dynamics rather than external supervision, the framework
offers a scalable, model-agnostic path toward robust AI safety.
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