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1. Introduction

Uninitialized variables have been a source of errors since the beginning of software
engineering. Some programming languages (e.g. Java and Python) will either
force initialization or zero-initialize automatically, but others, like C and C++4, will
leave the state of uninitialized non-static variables undefined. Dynamic analyzers
specifically tailored to find use-before-initialization errors have existed for decades,
but they require the problematic code to be executed. In contrast, static analyzers
do not, and they also enjoy some other unique adventages. With the advance of
techniques like symbolic execution, they can also detect deep rooted initialization
€rrors.

In 2018, we created a checker in the Clang Static Analyzer to find improperly
initialized object, including an array of heuristics to keep the volume of false pos-
itives in check. We published our findings in a paper [3] with measurements on
large open-source projects. In the years since, thousands of commits landed affect-
ing the symbolic execution engine in Clang, and literally hundreds of thousands
into LLVM, some of which might have indirect impact on analysis results.

This paper investigates how the results from a static analysis checker changes
as the codebase around in matures in over 12 releases spanning 8 years.

2. Measurement configurations

As false positives are consistently identified as among the greatest pain points
to adaption [1, 4, 5], our implementation also takes serious mitigating measures
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against them.

While correctly identified and reported uninitialized objects are by definition
true positives, the lack of initialization can be intentional to gain performance when
meaningful default values cannot be given. Reporting intentenionally uninitialized
objects is invaluable, and are perceived by users as false positives.

For this reason, we made our checker configurable, allowing the user to enable,
disable or fine-tune some of our heuristics for a particular project.

Pedantic: Through testing our prototype, we observed that objects that do
not initialize a single one of their fields are often created intentionally. However,
this heuristic can result in a higher amount of false negatives than maybe desired,
so we made it toggleable through an option called Pedantic, and is disabled by
default.

Pointer chasing: Indirection raises a philosophical question: Is an object
responsible for leaving its pointee object in a fully deterministic state? One per-
spective we could take is to guess whether the objects owns the pointee. However,
ownership is a conceptually popular, but non-standardized concept within C++ [2].
We created an option called pointer chasing to check for the initialization of pointees
but it is disabled by default.

Guarded field analysis: Much like for tagged unions, where an enumeration
value is checked to guard against accessing an inactive union data member, it is
a common idiom to guard against uninitialized variable misuse. We implemented
a primitive heuristic to identify guarded fields using abstract syntax tree analysis,
which is computationally less demanding but not as robust as symbolic execution.
As with the others, this option is off-by-default.

3. Preliminary results

We are assembled a suite of 8 open-source C++ projects of varying size and com-
plexity: LLVM+Clang, QTbase, protobuf, libwebm, xerces, openrct2, bitcoin and
tinyxml2. On version 21.0.0, we ran the Clang Static Analyzer on these projects
with different configurations to our checker. We measured how enabling one param-
eter, while leaving the others disabled, affected the analysis result. We summarize
our early results in Table 1, considering only issues found by UninitializedOb-
jectChecker.

In the full paper, we will compare the result sets of the Clang Static Analyzer
on the same suite, but on version 9.0.0, the first to feature our checker. As even
seemingly small changes can change the behavior of symbolic execution, we expect
our

4. Conclusion

Uninitialized objects are a common source of program instabilities, and have been
in the interest of automated tools for decades. Our paper investigates how a static
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Table 1. Findings from UninitializedObjectChecker from the
Clang Static Analyzer version 21.0.0.

Project Default Pedantic Pointee Guarded
LLVM+Clang 249 251 385 240
qtbase 51 56 71 51
protobuf 26 27 40 26
libwebm 5 5 b) )
xerces 1 1 1 1
Others 0 0 0 0

analysis solution, UninitializedObject Checker from the Clang Static Analyzer, finds
such errors when it was first released, and 12 releases later.
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