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Abstract

In this paper we propose a new method for public key encryption. The
scheme's security is based on the independent set (which related to the clique
problem) and learning parity with noise problems. The relevance of this ap-
proach is justi�ed by its post-quantum nature: unlike RSA and other cryp-
tosystems based on the hardness of factorization or discrete logarithm which
could be broken by a suitable large quantum device, no known quantum
attacks are known against our candidate system. We examine the time com-
plexity of our scheme and compare it to RSA. We give a basic version of the
algorithm and then an improvement of that which has a better encrypted size
/ message size ratio, therefore that would be more useful in practice.
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