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Abstract

The previously unseen amount of data from mobile phones creates new
possibilities to model human behaviour. Several data mining methods have
been applied and tested on these datasets, providing interesting results. The
goal of the paper is to present an overview of the applicability of anomaly
detection in mobile phone data analysis. After describing the wide range of
possibilities for anomaly detection in this context and presenting the state
of the art, we detail the most important methods. Finally, we present our
own findings in this field on CDR data covering one-month of traffic of a
Hungarian mobile communication service provider.
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1. Introduction

Millions of people communicate via calls, SMS or MMS every day. Even without
knowing the exact context of these calls and messages, the increasing traffic of
mobile phone devices provides us with the unforeseen opportunity to learn more

about our society.
Mobile communication network providers store all the data related to the phone

traffic in the shape of CDR (Call Detail Record) files. A call detail record con-
tains metadata that describe a specific instance of a telecommunication transaction
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(telephone calls, text messages). In general it contains the following fields: ID of
subscriber originating the call, starting time of the call, call duration, call type
(voice, SMS, etc.), ID of the equipment writing the record, Cell ID.

There are several ways one can extract important information from these datasets.
Using the calls between the costumers one can build a graph in which the vertices
are people and edges are drawn between two vertices who call each other. These
graphs can be analysed by complex network research methods and social networks
can be constructed.

The location of a given person of interest can be specified easily through the
identification of geographic coordinates of the transmitting tower the user con-
nected to first. This provides us the opportunity to learn more about human
movement, as well as about distribution of population or simply about the where-
abouts of individuals, that can be of paramount importance for instance in case of
emergencies.

Our work is focused on the analysis of cell phone call activity by means of
data mining and anomaly detection techniques. These methods make it possible
to discover underlying human behaviour and use the results to detect potentially
anomalous events. The wide applicability of this concept leads to multiple research
directions. One of these areas is crowd detection. Over the last decade much effort
has been devoted to introduce a methodology of detecting social events in massive
mobile phone data to help resource allocation of service providers and traffic man-
agement. Another area concerns the ability to follow the movements of unusual
gatherings of people. This information is beneficial to raise the situational aware-
ness of emergency and disaster managers to perform effectively during an event. A
third direction involves the utilisation of cell phone data in case of incidents as part
of an early warning systems. Furthermore, forensics analysis and fraud detection
of phone networks can help to identify criminal organisations that are structurally
different from common social network.

In the next section we are going to detail some of the most important methods
from the literature, then in Section 3 we present the results of our own research in
the field of emergency detection.

2. Event Detection Methods

Anomaly detection refers to the problem of finding patterns in data that do not
conform to expected behaviour [4]. Detecting outliers or anomalies in data has
been studied in the statistics community as early as the 19th century [5]. Over
time, a variety of anomaly detection techniques have been developed in several
research communities. The next paragraphs summarise those techniques that have
been applied on CDR data successfully.

Crowd Detection The ability to immediately detect crowd formations can pro-
vide many advantages. First of all, it can improve public safety. For example, in
case of an emergency situation the exact knowledge of the affected people’s position
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facilitates easier assistance. It also helps traffic management, but can serve mar-
keting purposes as well. The work of Traag et al. [14] focuses on unusually large
gatherings of people and introduce a methodology of detecting social events in mas-
sive mobile phone data, based on a Bayesian location inference frameworks. They
also develop a scheme for deciding who is attending an event and they demonstrate
the method on some examples. The reason for taking a probabilistic approach is the
phenomena when a user switches between antennas while making calls, although
it is unrealistic that the user is actually moving so fast. Furthermore when events
take place it is more likely that multiple antennas serve the costumers at the event
area because of load balancing.

Detection of error-prone network configurations The current service struc-
ture faces several challenges. First of all, the possibility of error prone manual con-
figurations and management to deliver new networking services presents a constant
challenge for mobile operators as well as service providers. Second, the planning of
additional services can be imperfect and it can cause the deployment life-cycle of
new changes to take too long. One solution to these network management problems
was presented in 2014 [10], in this work the goal of the authors is to analyse the
users calling activities and detect the abnormal behaviour of user movements in a
real cellular network of AVEA, a mobile service provider in Turkey. A rule based
anomaly detection technique have been proposed to help mobile service providers
improve their system consistency and reduce the time to detect location based
anomalies.

Fraud Detection A fraudulent phone call is one in which there is no intention
to pay. In the context of telecommunication a fraudulent event can have many
forms. There are some basic fraud types that can be found in the literature [4].
Subscription fraud happens when one signs up for service with no intent to pay.
Intrusion fraud is when a legitimate account is compromised. In this case the
anomalous traffic is mixed with normal behaviour. Another type is fraud based on
loopholes in technology. For example a voice mail systems can be used to make
outgoing calls. If inadequate passwords are used to secure the mailboxes, it creates
a vulnerability. Sometimes, instead of exploiting technological loopholes, human
interaction with the system is exploited. These type of attack are called social
engineering.

Although there are several fraud detection techniques in the literature, most
evasion methods use CDR data to create behaviour profiles for the customer, and
detect deviations from these profiles. Early fraud detection used thresholds on the
number of messages and the number of minutes of calling within a specified time
period. This method is called threshold-based altering. But these early solutions
were not always reliable enough to detect all fraudulent events and more sophisti-
cated methods were needed. Following that, the signature-based altering solutions
emerged [1]. In these techniques each incoming call is compared to the current
signature for that customer and also to a generic fraud signature. Whenever the
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current activity is more similar to the fraudulent behaviour, an alert is raised.
Later stochastic models [12, 3] and solutions based on neural networks [6, 8, 11, 7]
outperformed all these earliest methods. The accuracy of some of these models
exceeds 98%.

Emergency Detection Quality communication capabilities and high level situ-
ational awareness are the greatest needs for disaster and emergency response man-
agers. Reports from on-scene coordinators, first responders, public safety officials,
the news media, and the affected population are often inaccurate, conflicting and
incomplete with gaps in geographical and temporal coverage.

Population movements following a disaster can cause important increases in
morbidity and mortality. Without knowledge of the locations of affected people, re-
lief assistance is compromised. In the work of Linus Bengtsson et al. [2] geographic
positions of SIM cards have been utilized to estimate the magnitude and trends
of population movements following the Haiti 2010 earthquake and cholera out-
break. Their findings corresponded well with the results from a large retrospective,
population-based UN survey, but was very different from the official government
estimates which were widely used during the relief operations.

In the paper of Steenbruggen et al. [13] mobile phone usage data is utilised as
a reliable predictor of motorway incidents for an early warning system. Greater
Amsterdam is used here as a case study. In the article a three-stage approach is
followed. Firstly, the effect of motorway traffic flow and traffic incidents on mobile
phone usage is analyzed. Then they investigate whether increase in motorway
traffic flows effect the probability of accident. And finally, the marginal effects
of different types of mobile phone usage on the probability of having a motorway
incident is estimated.

3. Emergency Detection: A Case Study

Our work concentrated on the utilisation of cell phone data as part of an early
warning system. In particular, at 10:36 pm on the 24th of September 2016 a bomb
went off in central Budapest. We aimed to analyse the effect of the explosion in the
CDR data and we propose an algorithm to detect such events as soon as possible.

The dataset composed of anonymized CDR data covering one-month of traffic
of a Hungarian mobile communication service provider. The following attributes
were available: call ID, subscriber ID (anonymized), Network ID, device type
(anonymized), timestamp, cell ID, event type (originating call, terminating call,
originating SMS, terminating SMS).

In case of an emergency situation, an elevation in the phone traffic is expected.
Since human behaviour is periodic, the CDR data shows periodicity also. Every
cell tower’s traffic has its own pattern that depends on the day of the week and on
the time of the day as well. Due to this phenomenon it is not possible to detect
an unexpected elevation in traffic by simply setting a threshold on the number of
CDR events. A more complex solution is needed.
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As a first step, feature vectors were generated by aggregating phone calls and
sms together in every five minutes, independently for each antenna. Based on the
first two weeks in the dataset, the average of the normal daily pattern of each
antenna was defined for each day of the week. This information is updated in
every five minutes if there is no emergency detected. Whenever a new aggregate of
an antenna arrives, the corresponding average is subtracted and the difference is
further analysed whether the deviation from the average is significant or not. For
this purpose we applied Bayesian surprise detection [9].

For each antenna a, at each time step ¢, let A(¢, a) be the five-minute aggregate.
A(t, a) is used to update the prior distribution and obtain the posterior distribution,
using the Gaussian model.

¢ ior = P(|A(t —1,a),...,A(t — N,a))

prior
Pa = P(|A(t,a), At — 1,a),..., A(t — N,a))

post

The surprise value is calculated as

SA(t,a) = DKL(P% || P2sor)

o

where DKL is the Kullbach Leibler Divergence (a.k.a. information gain). When-
ever the surprise values exceeds a predefined threshold (specific for each antenna),
the traffic is considered to be higher than usual. In case there are multiple antennas
with elevated traffic in the same region at the same time, an alarm is set indicating
a possible emergency situation.

On Figure 1 the surprise values of the antennas near to the explosion is presented
one minute before (Figure 1a), then 4, 9 and 13 minutes after the explosion (Figures
1b, 1c and 1d). It can be seen on Figure la that one minute before the explosion
all the neighbouring antennas had a surprise value close to zero. However, some
minutes later, after the detonation, the surprise values of the closest antennas
suddenly rose on Figures 1b and lc. Finally, after 13 minutes, although the traffic
was still increased, the surprise value started to decrease back to normal, because
the model got used to the elevated traffic.

Figure 2 presents the data corresponding to one of the near antennas on the
day of the explosion. The explosion took place at 22:36. By having a closer look at
this part of the graph on Figure 2a, some elevation in the traffic can be observed.
Although, the type of the increase is not obvious by looking only at this picture. It
could be part of the average daily pattern of the antenna, like the usual elevation
around 1 am in the morning. However, after the application of Bayesian surprise
detection, the surprise values on Figure 2b clearly show that the increased activity
at 22:36 is extremely suspicious.

4. Conclusions

In our work we investigated the applicability of anomaly detection techniques on
CDR data. After describing the different research directions and the state of the
art, we presented our own solution for emergency detection on Call Detail records.
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Figure 1: The maps show the surprise values of the antennas close

to the detonation at different time steps. Each circle indicates an

antenna. The size of the circles represent the average volume of

transacted traffic, the colour indicates the surprise value. The loca-
tion of the explosion is shown by a yellow circle.
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(a) The number of phone calls and sms ag- (b) The corresponding surprise values.
gregated in every five minutes.

Figure 2: The figures show the amount of traffic and the surprise
values of an antenna that was close to the scene on the day of the
detonation.

The future work in this topic involves further tests on data with more emergency
situations in order to precisely assess the performance of the solution. It could be
also interesting to investigate the types of the events generated after an emergency
situation instead of treating calls and SMS together.
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